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[bookmark: _Toc19542426][bookmark: _Toc35348428][bookmark: _Toc152836062]4.3.2.7	Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.
Requirement Reference: In accordance with industry best practice
Requirement Description: The system shall be designed to ensure that only users that are authorizedenforce file system permissions for users such that it only permits users to modify files, data, directories or file systems for which they have been authorized. These file system authorizations on the network product shall be configured according to the vendor documentation.have the necessary privileges to do so.
EXAMPLE:	On unix® systems a 'sticky' bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_FILESYSTEM_AUTHORIZATION_PRIVILEGES
Purpose:
Verify that only users that are authorized toare only permitted to modify files, data, directories or file systems for which they have been authorized according to the vendor documentation have the necessary privileges to do so. 
Procedure and execution steps:
Pre-Condition:
A document describing how access control is configured for the filesystems in the network product shall be provided by the vendor.
Execution Steps
Execute the following steps:
1.	The tester checks that OS-level permissions are configured correctly according to the vendor documentation for users that are authorized to modify files, data, directories or file systems on the system.
2.	The tester logs into the network product under test with a valid user account (not the system administrator, e.g. root user on UNIX®).
3.	The tester tries to modify at least one the files and directories directory for which the user has the necessary privileges.
34.	The tester tries to modify at least the one files and directories directory for which the user doesn'’t have the necessary privileges.
Expected Results:
The OS-level access permissions are set correctly for the users according to the vendor documentation.
The chosen users can only modify files, data, directories or file systems for which he has they have the necessary privileges to do so.
Expected format of evidence:
Screenshot or part of containing the configuration file/console output showing the OS-level permissions are set correctly.
Screenshot or terminal output of file and directory modification attempts.

